Y PLEX

Summary

Site www.example.com
Start date 2011-08-27 11:01:38
Scan duration 00:51:01

IP 192.0.43.10
Server Apache
Powered-By Unknown

No. of Low severity vulnerabilities 12

No. of Medium severity vulnerabilities |7

No. of High severity vulnerabilities 1

No. of Critical severity vulnerabilities 11

No. of URLs scanned 9123

No. of Tests done 25491

Connection errors 7

Total data received 28651Kb

W 35,52 critical
M z,2¢ High
22,68 Medium
O3s.7% Low

Disclaimer

Pl ease note that while we take best efforts to provide you with the best possible results, some information may be
incorrect or lacking due to server configuration, internet connection or other causes and sonme results nmay not
appear, or appear as errors while they are not. Therefore, if you find any mstake, or any information you think
needs to be corrected, please notify us inmrediately at support@erodayscan.comand we will inspect the case.

Detected Apache mod security module

Descri ption:
Whi l e performng security scan of your webserver, scanner detected the nod_security Apache nodul e. This nodul e

bl ocks sone of the vulnerability assessnment attacks performed by ZeroDayScan. As a result, some of the

vul nerabilities mght not be detected. To achieve better results with security scanning, it is reconmended to

di sabl e nod_security during web site security assessnent.

There are some ways to obfuscate web security attacks for exanple to obfuscate SQ injection attacks so the
mod_security will not detect them W try to limt a number of injection attacks to a mininal, as a result we do not
obfuscate web security assessnent attacks. W want the scanner to run as fast as possible, so, during web security
assessnent, it is recommended to disable npod_security.

Sol uti on:
To achieve better results with security scanning, it is recommended to disable nod_security during web site security
assessment .

Hosts Sharing this ip: 192.0.43.10
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The following list shows a list of domamins that use the same | P address as a target donmain. Only the target domain
was scanned.
e http://ww. ci sl group. conl

« http://ww. ci sl gruppen. cont

e http://ww. crownt r ophyntk. conl
e http://ww. et chapod. conl

s http://ww. exanpl e. com

« http://ww. exanpl e. net/

s http://ww. exanpl e. or g/

e http://ww. frameduck. com

o http://ww. har knesst abl es. conl
s http://ww. j as-benel ux. cont

« http://ww. j ohnwar burt on. net/
e http://ww. our spacenz. conl

e http://ww. pi ximty.conm

e http://ww. textile.org.ual

OS Commanding

Descri pti on:

OS Commandi ng vulnerability allows the malicious users to execute OS commands using vulnerability in the web script.
This vul nerability happens when data submitted by the site visitors is not correctly verified. Such vulnerability
is one of the nobst dangerous possible vulnerabilities. Mlicious users can install a backdoor, or a root kit on your
webserver. Once in control, they can use your servers to do whatever they w sh |ike sending spam and/or attacking

ot her destinations fromyour servers. |If this happens and you end up on a blacklist, you may find that your

legitimate incom ng and outgoing traffic is rejected. As a result, you'll |ose sales, as well as valuable channels
of communication with your custoners, and end up involved in lengthy, frustrating negotiations to get off the black
lists.

Sol uti on:

Never trust user submitted data. Go over your code and make sure that all user subnitted data is sanitized and
checked for validity before using it.

# URL Severity
1 POST Request: http://wwmv. exanpl e. conf vul nerabi lities/exec/ [ip=%Ccat%0/etc/passwd&submit=subnmit] |critica
Post Injected Paraneter: ip=|cat /etc/passwd Pattern found: root:

SQL Injection

Descri ption:

SQL Injection vulnerability can be exploited by the attacker to retrieve and change database contents, pass the

| ogin page and execute shell conmmands on the renote server. This vulnerability happens when data submitted by the
site's visitors is not correctly verified and is glued together with a legitimte SQ query. Hackers use this
technique to inject additional commands to the SQL server

Basically such vulnerability is anpbng the nost dangerous of possible vulnerabilities. Using SQ injection, hackers
can gain access to your web server and install a back door, or a root kit. Once in control, they can use your
servers to do whatever they wi sh |ike sending spam and/or attacking other destinations fromyour servers. If this
happens and you end up on a blacklist, you may find that your legitimte inconming and outgoing traffic is rejected.
You'll |ose sales, as well as valuable channels of comunication with your custoners, and end up involved in
lengthy, frustrating negotiations to get off the blacklists.

Sol uti on:
Fi x application code to make sure it does not contain code that can be exploited using SQ injection attacks.
Addi tional recomendation is to use a database firewall such as GreenSQL - http://ww. greensql.net/
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# URL

Severity

2 http://ww. exanpl e. comf vul nerabilities/sqgli/?i d=9%27%29%200R%20%28%2719%27¥3D%@271&Subm t =Submi t

critical

Query Injected Paraneter: id=") OR('1'="1

Pattern found: ('You have an error in your SQL

syntax',)

3 http://ww. exanpl e. conf vul nerabi lities/sqli/?i d=9%27%3Bcat %20/ et c/ passwd¥8B&Submi t =Submi t

critical

Query | njected Paraneter: id=';cat /etc/passwd;

Pattern found: ('You have an error in your SQL

syntax',)

2x3w4d&Logi n=Logi n

4 http://ww. exanpl e. conf vul nerabi | ities/brute/?user name=%27%29%200R/R0Y28%R71%27¥3D¥271&passwor d=QlLs

critical

Query Injected Paraneter: usernanme=') OR ('1'='1

Pattern found: ('You have an error in your SQL

syntax',)

d&Logi n=Logi n

5 http: // ww. exanpl e. coni vul nerabi | i ti es/ brut e/ 2user name=%27%3Bcat %20/ et c/ passwd¥8B&passwor d=QLs2x3w4

critical

Query | njected Paraneter: usernane=';cat /etc/passwd;

Pattern found: ('You have an error in your SQL

syntax',)

Full Path
Descri pti on:

Ful | path disclosure is an application vulnerability that allows the attacker to see exact
I nformati on about path |ocation can be used in nore

application scripts or other sensitive files on the web server.
advanced attacks. In npst of the cases full
I evel or on the level of the scripting |anguage for exanple PHP.

Sol uti on:
Never trust user submitted data.
path | ocati on.
files. For exanple: @ open().

for PHP scripts is to set display_error to off file.

in php.ini

path location is disclosed in the error

For exanple if you use PHP scripts you can add "@ synbol
This prefix prevents the PHP functions to print error
It will

| ocation of the

nmessages on the application

Make sure that you have proper error validation code and it does not disclose file

before PHP functions that used to work with
messages. Anot her recomendation
prevent PHP from printing such error

messages. You have simlar techniques in other popular web scripting | anguages.
# URL Severity
6 http://ww. exanpl e. com vul nerabilities/fi/ medi um

Query | njected Paraneter:

Pattern found: ("<b>Warning</b>: include() [<a

9 ‘ht t p: // www. exanpl e. conf phpi nf o. php

href="functi...
7 http://ww. exanpl e. comf vul nerabi lities/fi/?page=%C% Ct ype¥20c¥%BA¥Choot . i ni %7 C% C medi um
Query | njected Paraneter: page=||type c:\boot.ini]|| Pattern found: ("<b>Warning</b>:
include(||type c:\\boot.in...
8 http://ww. exanpl e. confvul nerabilities/fi/?page=9R79R7YR7YRTYRTYRTYRTYRTYRTYRTYR2YR2YR2YR2Y22Y22%22 |medi um
YR2YR2YR2YR2YRTYRTIRTYRTYRTYR2YR2YR2Y229R7TYRTYRT
Query I njected Parameter: page='"'"'""""""‘"nunmrnnnmninenmnny Pattern found: ("<b>Warning</b>:
include('""""""""" &quot ; &q. . .
medi um

Query | njected Paraneter:

Pattern found: ('<title>phpinfo()</title>',)

Code Injection

Descri pti on:

Code injection vulnerability is one of the npst dangerous.
server. For exanple attackers can install a back door, a root kit,
dat abase. Once in control,
ot her destinations fromyour servers.
legitimate incomi ng and outgoing traffic is rejected. You'll
your custoners, and end up involved in |engthy,
as possi bl e.

Sol uti on:

It can be used by the attacker to take control
or alternatively steal all
they can use your servers to do whatever they wi sh |ike sending spam and/or attacking
If this happens and you end up on a bl ackli st,
| ose sal es,
frustrating negotiations to get off the black lists.

over your
informati on from your

you may find that your
val uabl e channel s of communication with
Fix it as soon
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Never trust data submitted by end user. Use a whitelist approach, just allow expected characters. For exanple, if
the user subnmits the nane of the file, nake sure it contains legit chars only and not chars that for exanple can be
used to change the predefined directory.

# URL Severity

10 |http://ww. exanpl e. com vul nerabilities/xss_r/?name=%8CY8FphpdR0%24c%BDY27php¥R27%8BY¥24c. ¥B8DY27i nfo%2 |criti cal
7Y8BYR4cYR8%R29YBBYBFYBE

Query | njected Paraneter: name=<?php $c='php';$c.="info';$c();?> Pattern found: phpinfo

11 |POST Request: http://wwmv exanpl e. conl vul nerabilities/xss_s/ critical
[t xt Name=aaaa&nt xMessage=%8CY8Fphp%R0%24c¥8DYR7php¥R7¥8B¥R4c. ¥8DY¥R7i nf 0%27%8BY24c¥28%R29Y8BYBFYBE&bt
nSi gn=Si gn+Guest book]

Post I njected Paraneter: ntxMessage=<?php Pattern found: phpinfo

$2=" pPEST FReguesiti 0" hidcy:)/; /Amw. exanpl e. conl security. php critical
[security=9%8CY¥8Fphp%20%R24c¥8DYR7phpdR7%3B¥R4c. ¥8DYR27i nf 0%R27%3B¥R24c¥28%29Y3BY8F¥B8E&sec| ev_subm t =Sub
mt]

Post I njected Paranmeter: security=<?php $c=' php';$c.="info';$c();?> ‘Pat tern found: phpinfo

13 |http://ww. exanpl e. comf vul nerabi lities/sqgli_blind/?i d=%8CY¥8Fphp%20%24c¥8D%R7phpdR7%8B¥R4c. ¥8D%R27i nf |criti cal
0927Y3BYR4cYR8%29YBBYBFYBE&SUbm t =Submi t

Query I njected Paraneter: id=<?php $c='php';$c.="info';$c();?> ‘Pattern found: phpinfo

14 | http://ww. exanpl e. comf vul nerabilities/csrf/?password_new=%8CY¥8Fphpd20%24c%8DYR7php%R27%8BY¥R24c. ¥8D¥2 |criti cal
71 nf 0%2798BY%24c%R28%2998BYBFY8E&passwor d_conf =QLls2x3w4dd&Change=Change

Query | njected Paraneter: password_new=<?php ‘Pat tern found: phpinfo

15 |POST Request: http://ww. exanpl e. conl set up. php critical
[creat e_db=%BCYBFphpYR0%R4c¥3DYR7phpdR7%BBYR4C. Y8DYR7i nf 0%R27Y8BYR4cYR28%R9%3BYBFYBE]

Post Injected Paraneter: create_db=<?php Pattern found: phpinfo

$c='php'; $c.="info'; $c(); ?>

Directory Listing

Descri pti on:
Directory listing check |ooks for directories where directory content is printed. Directories reported can be viewed

by any visitor. It is vulnerable in the sense that these directories can contain configuration, private and backup
files which can be used by the attackers to take your server under control.

Sol uti on:
Simply put an enpty index.htm file in the reported directories. |If you use Apache webserver you can add the

following directive to Apache server configuration or to .htaccess file: "Options -Indexes".

# URL Severity

16 |http://ww. exanpl e. conf dvwa/ i mages/ | ow

Found: | ndex of /dvwa/inmages

17 ‘http://wmv. exanpl e. conl dvwa/ ‘I ow

Found: | ndex of /dvwa

18 ‘ht tp: // wwww. exanpl e. conf dvwa/ i ncl udes/ ‘I ow

Found: | ndex of /dvwa/incl udes

19 ‘http:/lwmw. exanpl e. com dvwa/ j s/ ‘Iow

Found: | ndex of /dvwal/js

20 ‘http://vwwv. exanpl e. com dvwa/ css/ ‘I ow

Found: | ndex of /dvwa/css

21 ‘http://V\MNv.exaane.corﬂdirlistZ/ ‘Iow
Found: Index of /dirlist2
22 ‘http://vwvw. exanpl e. confvul nerabilities/ ‘Iow

Found: | ndex of /vulnerabilities

Copyright © 2011 http://www.kyplex.com
40f6



YRR

# URL Severity

23 |http://ww. exanpl e.com dirlist/ | ow

Found: | ndex of /dirlist

24 ‘ht tp: // www. exanpl e. coni confi g/ I ow

Found: | ndex of /config

Archive File

Descri pti on:
Archive file check | ooks for archive files. For exanple xxx.zip or yyy.rar files. W use sone heuristics nethods to

find such files. These archive files can contain application code, or other sensitive infornation |ike database
connection string, user nanmes and passwords, |P addresses and other information that can be used by the attackers.

Sol uti on:
Remove archive files fromthe production server.

# URL Severity

25 |http://ww. exanpl e.com dirlist2.tar.gz hi gh

URL Redirection Vulnerability
Descri pti on:

URL redirection vulnerability happens when a script redirects the user to a third party website submtted as one of
the script's paranmeters. It is considered the security vulnerability because the user can be redirected to a
mal i ci ous website submitted such way. This vulnerability is exploited as part of the phishing attacks.

Fraudsters send bunch of emails to the users with a specially crafted link that includes a legitinmate website
together with a link to malicious website. Wien a user clicks on that link, he is automatically redirected to
legitimate website and then to the malicious website. That malicious website can pretend to be an original
legitimate service. In many cases user's conputer got infected with a banker Trojan and/or virus.

Sol uti on:
Lock down your scripts to redirect only to legitimate resource. For exanple allow redirection only to pages | ocated

in your website.

# URL Severity

26 |http://ww. exanpl e. com 4-redirect. php?url =htt p%3A/ / ww. zer odayscan. com scan/ pi nf o. t xt ¥“8F%2500?%0 medi um

Query | njected Paraneter: ‘

27 ‘ http://ww. exanpl e. com 4-redi rect. php?url =ht t p%8A/ / ww. zer odayscan. com scan/ pi nf o. t xt %2500 ‘ medi um

Query | njected Paraneter: ‘

28 ‘ht tp: // ww. exanpl e. com 4-redirect. php?url =ht t p8A/ / ww. zer odayscan. coni scan/ pi nf o. t xt ‘rredi um

Query | njected Paraneter: ‘

Email Disclosure

Descri pti on:
Strictly talking enail disclosure is not considered as security vulnerability. Zero Day Scanner |ooks for enmils

whil e perform ng security scan. Potentially such enmils can be collected by the spanmers. Spanmmers use speci al
progranms that scan Internet websites and extract enmil address. Additional attack vector is password bruteforce
attenpt. Name of the conpany's enployees and their email address is very hel pful for password bruteforce attack
because emni| address is used as a |ogin nane and not all people are using conplicated passwords.

Sol uti on:

A best solution is not to display email addresses at all. Add a link to contact page instead. An additional

wor karound is to use inmage with the enmil address instead of the text.

# URL Severity
29 |dvwa@vwa. co. uk: http://ww:. exanpl e. cont i nstructi ons. php | ow

30 |dvwa@lvwa. co. uk: http://ww. exanpl e. com README | ow
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URL

Severity

31

dvwa@vwa. co. uk: http://wwmv. exanpl e. coml READVE. t xt

| ow

Open Ports
Descri pti on:

Open ports check detects open ports on your web server. It is recommended to keep this list as small

as possi bl e.

Each port presents an additional attack vector on your server and it is recommended to keep this list short.

Sol uti on:

Go

over a list of ports and renmpve not necessary or not required ports.

e 22/tcp open ssh

e 25/tcp open sntp

e« 53/tcp open domain

« 80/tcp open http

e 587/tcp open subm ssion

e 3306/tcp open nysql

Whois

*

Whoi s Server Version 2.0
Donei n nanes in the .comand .net donains can now be registered
with many different conpeting registrars. Go to http://ww.internic.net
for detailed information.

Server Nanme: EXAMPLE. COM RAFAELYALUFF. COM

| P Address: 173.203.204. 123

Regi strar: DOVAIN.COM LLC

Whoi s Server: whoi s. domai n. com

Referral URL: http://ww. donain. com

Server Nane: EXAMPLE. COM AU

Regi strar: ENETICA PTY LTD

Whoi s Server: whois. enetica.comau

Referral URL: http://ww. enetica.comau

Donai n Nane: EXAMPLE. COM

Regi strar: RESERVED- | NTERNET ASSI GNED NUMBERS AUTHORI TY

Whoi s Server: whois.iana.org

Referral URL: http://res-domiana.org

Name Server: A. | ANA- SERVERS. NET

Name Server: B.| ANA- SERVERS. NET

Status: clientDel eteProhibited

Status: clientTransferProhibited

Status: clientUpdat eProhibited

Updat ed Date: 14-aug-2011

Creation Date: 14-aug-1995

Expiration Date: 13-aug-2012
>>> Last update of whois database: Sat, 27 Aug 2011 15:00: 50 UTC <<<
NOTI CE: The expiration date displayed in this record is the date the
registrar's sponsorship of the donmain nane registration in the registry is
currently set to expire. This date does not necessarily reflect the expiration
date of the domain name registrant's agreenent with the sponsoring
registrar. Users may consult the sponsoring registrar's Wois database to
view the registrar's reported date of expiration for this registration.
The Regi stry database contains ONLY .COM .NET, .EDU domains and
Regi strars. % | ANA WHO S server
% for more information on I ANA, visit http://ww.iana.org
% This query returned 1 object

domai n: EXAMPLE. COM

organi sation: |Internet Assigned Nunbers Authority
creat ed: 1992-01-01

source: I ANA
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